NMOMOLLDb B NOAINOTOBKE K AEBATAM

API'YMETALUUA
NMOACKAS3KH

MoweHHUKn B uncppoBom mupe
NMepcoHanbHbIE AaHHbIe

OcTOopOXHO, (pHaHCOBbIE NUpaMmuabl!

JNlornHbl 1 naponu



OUHAHCOBAS
BE30MACHOCTH
B LIOPOBOM MIAPE

TEMA 1. MoweHHuKn B undppoBOM MuUpe

TE3NC KOHTPTE3UC

Mcnonb3oBaHMe HOBbIX TEXHONOIMM onsiatbl U XpaHEHUA AAHHbIX HoBble TexHONorMn onnaTbl U XpaHeHUs AaHHbIX He 3aLWUTAT OT

NPOTUMBOCTOATL OOMaHy (MeToaam coumanbHON UHXEeHepumn) NPOTUBOCTOSIHUA 06MaHy (MeToAam counanbHOW HXeHepuH)

NOMOLLb AnA NogsOPA APT'YMEHTOB:

PackpbITb Nnogpo6Hee NpeanoXxeHHble apryMeHTbl/4o6aBUTbL cBOU:

[MpnmMepbl yxke MMEoLMXCH BHEAPEHHbBIX TEXHONOTMI 1 Cratuctuka + npumepbl TOro, YTo couunanbHas
TOrO, Kak OHW BRMSAIOT Ha 6e30NacHOCTb onepaunii: NHXeHepus (T.e. NCUXONOrnyeckoe

- NFC MaHUNynMpoBaHUE), @ He TEXHOMOTUMN BIMSIOT
- 3D Secure-kog BonbLue Ha ycrnexm MOLLEHHUKOB

- MeHepxep naponen

- BrnomeTpus kak gononHuTenbHasa 3awuTa ans
CoYeTaHm4 ¢ TpaguuUNOoHHON

- VPN (4actHas ceTb ¢ wndpoBaHnem)

- HoBble aHTUBMpYCbI 1 NporpaMmmbl

HenpoBepeHHble BpeMEHEM HOBENLLNE TEXHOSOMMN
MOryT OblTb PUCKOBaHHbI.

Mpumep — BromeTpusa (ecnum yTeuka oTneyaTkos
nanbLeB, UX HE NOMEHSEeLb, Kak Naporib)

VPN n meHemxepbl naponen — 3aBMCUT OT JOBEPUS K

Ecnun He 6bITb B TPpEHAE, TO MOLLEHHWKN Beerga byayT nposaifepam 1 paspabotumkam

onepexarb — NPUMEpP CO CHATUEM AeHer B 6baHkomaTe 6e3
KapTbl N0 NocnegHnm umMdpam BXOOSLIErO 3BOHKA UK MO HekoTopble MogHble «pULLKM» MOTYyT HEOH6OCHOBAHHO
QR-koay ocnabutb 6anTeENnbHOCTb




OUHAHCOBAH
BE30MACHOCTH
B LIOPOBOM MIAPE

TEMA 2. lNepcoHarnbHble gaHHble

TE3NC KOHTPTE3UC

Cornacusa Ha o6paboTKy NnepcoHanbHbIX AAHHbIX, KOTOPbIE Mbl
[aeM TeM, KTO OKa3biBaeT HaM yCnyru, He BNUSIOT Ha

Cornacusa Ha 06paboTKy NepcoHanbHbIX AAaHHbIX, KOTOPbIEe Mbl

AdeéM TeM, KTO OKa3bliBaeT HaM yCIlyru, noBbIWaKOT 3allUTy 3TUX
AaHHbIX 6e30nacHOCTb 3TUX AAHHbIX

NOMOLLb AnA NogsOPA APT'YMEHTOB:

PackpbITb Nnogpo6Hee NpeanoXxeHHble apryMeHTbl/4o6aBUTbL cBOU:

Cornacua gatoT HOBble BO3MOXHOCTM ANSA NOMyvYeHus ycnyr
yaaneHHo (npumep — unmdpoBor NPounb rpaxgaHnHa u
Ap.), @ 3Ha4YMT COKpaLLaloT LieNOYKM NOCPESHUKOB U
CHWXaKT PUCKU

Ecnu ¢ Bac 6epyT npu okasaHun ycnyr cornacue, To
3Ha4MT cobnogaeTcs 3aKoH O NePCOHarnbHbIX AaHHbIX
(152-93), a cnegoBatenbHO 1 NpaBuna nx 06paboTkn n
XpaHeHus. 3HauUnT cornacusi — 4ONOSNIHUTENbHANA rapaHTus
6e3onacHoCTW.

Cornacve no3BONSET OrpaHNYnTb TOrO, KTO UCMNOMb3yeT
TBOW JaHHble (NpUMep C corfacuem Ha pacnpocTpaHeHune
MHA — kakne kaTeropmn JaHHbIX MOXHO pa3peLunTb canTy
0 cebe neyataTb C OT3bIBOM, a KaKue HET)

BbigaBasi cornacusi, Tbl HE MOXELLb NMOBMATL HA PUCKM
yTeuek nx n3 6as gaHHbIX KOMMNaHUI, KOTopble UX
obpabaTbiBatoT (CTaTucTuka pocta ytedek MNAH 1 rpomkme
npuMepbl yTeyek)

BonbLIMHCTBO OTHOCATCA K NOAMNUCAHUIO COrMacui
©e30TBEeTCTBEHHO — 0CODEHHO, €CI OHW BbIAAOTCS B
3NEeKTPOHHOM BuAe (ranoyka Ha cantax). He ocosHatoT
4YTO, 3a4EeM N Ha KaKou CPOK BblaatoT. ECTb puck, 4to
nepegaelwb 6onbLUe YEM HY>XHO A1 YCIYTr Ha KakoM-
TO canTte. 3HaunT camm no cebe cornacus He
noBbILWaT 6€30MacHOCTb, ECNN HE yMeeLlb UM
NpaBUNbHO yNpaBnsaTb




TEMA 3. OcTOopOXHO, OnacHble OHJTAaNH-UTrpPbI!

TE3NC

M3 Bcex OHnaﬁH-Mrp onacHbl TOJIbKO 3KOHOMU4YeCKune

(3amackupoBaHHble hMHAHCOBbIE NUPaMUAbI)

OUHAHCOBAS
BE30MACHOCTH
B LIOPOBOM MIAPE

KOHTPTE3UC

OnacHocTb Ans nonb3oBaTenei NpeAcTaBnAT BCE OHMalH-
Urpbl

NOMOLLb AnA NogsOPA APT'YMEHTOB:

PackpbITb Nnogpo6Hee NpeanoXxeHHble apryMeHTbl/4o6aBUTbL cBOU:

dunHaHcoBbIE nMpamMmunabl BCcerga rnpuBriekanu noaen 3aMmaH4yMBbIMU
npeanoxXeHnAamm nerkoro 38p86OTKa. B oHnanH NMPOCTPaHCTBE OHU
3aMackmnpoBaJinCb noa OHHaVIH-MprI.

Bce skoHoMuM4eckune 0HJ'IaI7IH-VIprI npencTtaBJidA0T ONacHOCTb A4

UIrPOKOB, TaK KakK aAnd Ha4arna Bceraa HeO6XOD,VIMO BHECTU OEHbIN.
BepOFITHOCTb TOro, 4YTO UI'POK BEPHET CBOU AEHbIM OMEeHb Marna. B
Apyrnx urpax rnepsoHa4aribHbiX B3HOCOB HET.

Bce akoHOMUYECKME OHMaNH-UrPbI NMPU3bIBAKOT YenoBeKka
MOCTOSIHHO 3aXOAMTb B UIPY U GbiTb OHMNaMH, Y €CNK aKTUBHOCTb
UrpoKa CHMXKaeTcs, To 3apaboTaHHble GOHYCbI U UTPOBbIE AEHbIM
MOryT nponacTtb. B apyrux nrpax B 60MnbLUMHCTBE CryYaes,
Nporpecc coxpaHsieTcs.

Bo MHOrMx oHnamH-nrpax cerogHsa ectb oMHaHcoBas
COCTaBIsAoLLAasA: NPOAAKTCS M NOKYNaTCA 0ObEKTHI,
3apabaTbiBalOTCA M HaKannMBalTCA BHYTPUUrpoBble 60OHyCbl. B
TakuUX CUTyaLmsx Bcerga eCTb PUCK CTONKHYTBCS C MOLLUEHHUKaMU.

OnacHocTb B OHNanH-urpax MoxeT Aaxe OblTb HE CBA3aHa

npoueccom urpbl. IHoraa npu ckaymsaHum pannos ¢ Urpown
nepegaroTcsl BpeAOHOCHbIE dhansibl, @ MHOrAa C HUM MOXHO
CTONKHYTbCS B UFPOBLIX YaTax.

Bce oHNanH-urpbl MOryT NpeAcTaBnATb ONacHOCTb AN
nepcoHarnbHbIX AaHHbIX. BaxxHo BnageTb ocHoBamMu LMAPOBOIA
TUTMEHbI U 3HATb FOe U Kakue NnepcoHanbHble AaHHbIe Hemb3s
pasrnawaTb.




OUHAHCOBAH
BE30MACHOCTH
B LIOPOBOM MIAPE

TEMA 4. JlornHbl n naponwu

TE3NC KOHTPTE3UC

Mpu co3gaHnu n XxpaHeHU HaaeXKHOro Naponsa ny4iue Mpu cozpaHum U xpaHeHWM HapeXHOro napons nyswe

paccunTbIiBaTb Ha cebsl, YeM Ha NOMOLLb pPa3fINYHbIX CepBUCOB ucnonb3oBaTb pasfniMyiHbieé CepBUCHI NO NpoBepke, reHepaunm n
Nno nNpoBepKe, reHepaumum n XxpaHeHUro nX XxpaHeHur, 4YeM pacCHinTbiBaTb Ha cebs

NOMOLLb AnA NogsOPA APT'YMEHTOB:

PackpbITb Nnogpo6Hee NpeanoXxeHHble apryMeHTbl/4o6aBUTbL cBOU:

CROXHbIi Naporb MOXHO CO3AaTh U CAMOMY, ECIH MeHekepbl naposien — nporpamMmmbl-cendbl C O4EeHb HAOEXKHbIM
MCMoNb30BaTh crneunanbHble TEXHUKM 3anoMUHaHNS LIJVIC*)pOBaHI/IeM. HeKOTOpble nomMorarT creHepupoBaTb CIOXHbIN
(MHemoTexHukK), koraa 6epellb NOHATHOE Tebe CnoBo U napoJib. MpocTo Haao OTBETCTBEHHO MOAOWTY K BbIGOPY
YCHOXHSELb ero — nepemelunBaellb ¢ Ludpamm 1 CUMBOSIaMu nporpammbl 1 y3HaTb PEUTUHIW. TakKoi CroXHbI napornb
(Mpumep). A elle cobnoaaTh rmaBHble TpeGOBaHMS K ANUHE 1 npuaymaTb M rmaBHOE 3aroMHUTb YENOBEKY CITOXHO, a TeTpaaka, B
LpYrvM XapakTepucTukam. A y MEHeI)KepoB Naponei pasHble KOTOPYO 3anuncan MoXeT NOTePATbCA UNKN CTaTb JOCTYNHA OPYTrUM.

pel?lTVIHFVI HaOeXxXHoCTu, BOpyr Bbl6epeLLIb He TOT. Kpome TOrO,
Hado 3HaTb, A€ OHU XPaHAT NMNaposin — Ha cepBepe Ui Ha TBOUX
xe YCTPOVICTBaX, KOTOPbIE MOTYT CIiIOMaTtbCA UM NMNOTEPATBLCA.

YToObl NPOBEPUTb NMNapoJib MOXHO UCMOJIb30BaTb CEPBUCHI MO
NnpoBepKe ero HagexHoCTn, HO eCJ1In HE OYEHb AOBEPHELLb —
npoBepPb CIIOKHOCTb KOHCTPYKUWW NMaposid, a NOTOM HEMHOIO

Korga nonb3yellbes cepBMCOM MO NPOBEPKE Naporen, Hago emy N3MeHN €ro.

AOBEPsTL — a BAPYT TBOW Napofib NOTOM MCMOMb3YHOT. [axe napornb OT akkayHTa OT TBOEW 3NEKTPOHHOW NOYTbl — MOXET
XpaHUTb NaposfivM MOXHO Aaxe Aoma B TETPaAKe, ECINU CIOXHO GbITb NPOrpamMMon XpaHeHus Apyrux naposen. Mcnonb3osarb
3anoMHUTb, [MaBHOEe — He Ha caMux yCTpOI?ICTBaX TakKyr onuunro 3ToOro cepemca — AONOJIHUTESNbHOE yﬂO6CTBO ana

COBpPEMEHHOrIo 4erioBeka




OUHAHCOBAH
BE30MACHOCTH
B LIOPOBOM MIAPE

NononHuTenbHasa TemMa.
OcTopoXxHO, (hnHaHCOBbLIE NUpamMuabl!

TE3NC

PuHaHcoBbIe NUpamMnabl NPOLUSIOro onacHee, 4YeMm nupamuabl XXI

BeKa

KOHTPTE3UC

®duHaHcoBbIe nupamuabl XXI Beka onacHee, YeM nupamuvabl
npoLwsioro

NOMOLLb AnA NogsOPA APT'YMEHTOB:

PackpbITb Nnogpo6Hee NpeanoXxeHHble apryMeHTbl/4o6aBUTbL cBOU:

durHaHcoBbIe NMpaMnabl NPOLLSIOro UMENKM KonoccarbHbI OXBaT U
yncno xepTtB (npumepsl, MMM, BnactenuHa).
Cenyac He Te macliTabbl

PaHbLue noan 6binn 6onee AoBepPYMBSLI, T.K. HE BbINO
BO3MOXXHOCTM NPOBECTM NOSTHOLEHHbIN hakTHEKUHT (NPOBEPKY
WMHdOpMaLMK O NMpaMmnae B UHTEPHETE, Tak Kak OH eLle He Obin
Tak pacnpoCTpaHeH), B TO BPEMS KaK Ha TeneBnaeHnn wina TonbKo
Nno3uTUBHAasi peknama (npumep MacCcoBOW JOBEPYUBCTU — MUTUHIU
B NOAAEPXKKY apecToBaHHOro Maspoaun)

Cenvac 6onblue 3almTbl CO CTOPOHbI rocyaapcTtBa — y>KeCtodeHune
HaKa3aHuA (cneu,maanble cTaTbM 3a|<0Ha), opraHunsaunu,
nomMorawwimne Xeptesam nmpamma, d)OH[J,, B KOTOPOM MOXHO
nony4ynTb KOMMNeHcauuio.

Cenvac y nupamug HamHoro 6onbLue cnocob0B MacKMpPOBKU —
OHW HaueneHbl He Ha MacCoBY0 ayaAUTOPWIO, @ Ha pa3Hble
uenesble rpynnbl — MEHCMOHEPOB, NOAPOCTKOB, CTYAEHTOB,
XenarLmx MHBECTUPOBATb B KpMNTO-akTMBbI. [1oaToOMy nerye
CTaTb XepPTBOW cenyac (MpuMepbl MacKMPOBKN — MO, OHNanH-
Urpbl 4Ns NoApPOCTKOB, NOA KPUNTO-NpoekTbl — PuHMKo, Kawbepn,
noJA CenbCKOXO3ANCTBEHHbIE KOONEpPaTMBbI ANA NEHCMOHEPOB).

Cenvac CTepJINCb rpaHnubl, Tak Kak nmpamMmmabl nepeLusin B Ce€Tb —
cosgarenu nmpamma Moryt HaxoguTtbCsa B ,El,perI7I CTpaHe
(Hanpleep — co3aaTesnit MOLWEHHNYECKNX OHHaVIH-MFp «Becenble
pbl6aKVI>)), a 3HAYUT UX CNOXHO HANTKU 1 BEPHYTb CBOWU E€HbI.

COBpeMeHHbIe nmpamMmmabl MOTyT CEPbEe3HO OTIINYAaTbCA CPOKOM
KU3HU OT nNnpamMmung npoLusioro (MeHee MeCFlLl,a), 3aKpblBAKOTCA
OOHWU N OTKPbIBAKOTCA Apyrne, >XepTtee O4eHb CITOXHO
COPUEHTNPOBATLCA U BbIBECTU OEHBIN BOBPEMA




